CA Layer 7 API Developer

Location: San Ramon CA

Duration: 12+ Months

No of Positions: 2 (1 Junior and 1 Senior)

Responsibilities:

®  Deep knowledge and hands-on experience in APl management platforms and API related activities: requirement analysis, solution
architecture and design, resource-based APl modelling, micro-services architecture

Knowledge about API design standards, patterns and best-practices

Deep knowledge and hands-on experience in APl security standards and implementation (Oauth, Openld)
Experience in configuring CA Layer 7 CMS and customizing developer Portal

Knowledge regarding APIs applied to business: API Economy, Monetization / Billing, Industry use cases
Proven track record of acting as SME for API projects

Knowledge and experience designing and implementing SOA and AP| Governance

Experience as both a hands-on architect and a software engineer in the following domains:

Java EE including (Web Services, REST, JPA).

Database (SQL server/Oracle/MySQL/MongoDB/Cassandra)

Spring, OSGi

SOA, EDA, and Design patterns.

Knowledge and experience with CI/CD tools

Good articulation and should be able to drive and manage the project.

Tech lead for API, create reusable components, mentor team in implementing best practices in development.
Strong experience in APl development technologies

Security Gateway Administrator (Client Job Title)

We are looking for a detail oriented and security minded individual contributor with experience in CA Layer7 to design, develop,
modify, configure, debug and evaluate application programs for functional business areas.

®  Strict adherence to change control and process documentation is required. Performs analysis to ensure systems are following best
practices for security and utilization.

®  Develops procedures for routine administration including: design, patching, deploying software, implementing changes, and server
configuration. Provides on call 24x7 support on a rotating basis as required.

Development Experience:

3-8 years of development experience in developing Layer7 API integration services
2+ years of experience administering Layer7 APl management capability
Authentication & Authorization mechanisms

Unix/Linux Administration

Familiar with monitoring and alerting scripts

C#, Java, or other interpretive procedural coding language.

Regular Expressions (Regex)

Standard Query Language (SQL, any flavor)

eXtensible Markup Language (XML)

Experience in installing product & patches, cluster setup, MySQL DB replication & Policy Migrations.
Ability to perform capacity planning & performance tuning of Gateway.

Desired to have experience in BASH Shell Scripting, Splunk, Open SSL, LDAP



